
LESSON 10  ·  SLIDE 1

Security Ethics & Responsible Use
The final lesson in the Hashcat course focuses on the ethical, legal, and professional principles

that must guide every use of password recovery tools.

Learning Objectives

Understand the five ethical principles: Legality, Consent, Confidentiality, Responsibility,

Transparency

Learn the legal frameworks governing password recovery tools

Know how to obtain proper consent before any testing

Develop an ethical use policy for Hashcat in your organization

Explore industry penetration testing frameworks: PTES, OWASP, NIST
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The Five Ethical Principles
Every use of Hashcat and similar tools must be grounded in these core principles. Violating any

of them can lead to legal prosecution, career damage, and harm to others.

Legality

Always operate within the law. Laws governing

password recovery tools vary by country — check

local regulations before any engagement.

Consent

Obtain written authorization from the system or

data owner before any testing. Never assume

implicit permission.



Confidentiality

Protect all recovered passwords. Use encryption

and secure storage for results. Never disclose

findings without authorization.

Responsibility & Transparency

Follow cybersecurity standards and best

practices. Inform clients and management about

results, risks, and remediation steps.
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Legal Framework
Password recovery and cracking tools occupy a complex legal space. The legality depends on

jurisdiction, intent, and authorization.

Region Key Legislation Key Requirement

United States Computer Fraud and Abuse Act (CFAA) Written authorization required

European Union GDPR + National cyber laws Data protection compliance

United Kingdom Computer Misuse Act 1990 Authorized access only

Germany §202a-c StGB (Hacker Paragraph) Tool possession legal only with legitimate purpose

Australia Criminal Code Act 1995 (Part 10.7) Unauthorized access is an offence

Notes: Even in countries where possessing password recovery tools is legal, using them without authorization

on systems you do not own is a criminal offence. Always consult legal counsel when in doubt.
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Obtaining Proper Consent
Written authorization is the single most important legal protection for a penetration tester. A

proper consent document must include:

Scope — Specific systems, networks, or hash files to be tested

Timeframe — Exact start and end dates/times for testing

Methods — Approved attack types (dictionary, mask, brute-force, etc.)

Boundaries — Explicitly excluded systems and data

Contact information — Emergency contacts for both parties

Liability — Indemnification clauses and limitations

Signatures — Authorized signatories from the system/data owner

Consent Template Tip



Always use a formal template. Have it reviewed by legal counsel. Keep signed copies in secure

storage for at least the duration of any applicable statute of limitations.
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Confidentiality & Secure Handling
Recovered passwords and hash files are extremely sensitive data. Mishandling them can cause

severe damage.

During Testing

Work on encrypted drives only

Use air-gapped or isolated systems when

possible

Never store results on shared or cloud drives

Use full-disk encryption (LUKS, BitLocker,

FileVault)

After Testing

Encrypt all output files with GPG or similar

Securely transmit results (encrypted email,

secure portal)

Securely delete hash files and cracked

passwords

Document the chain of custody for all data



Notes: Use shred  on Linux or secure-erase tools on other platforms. Standard file deletion does not remove

data from disk.
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Ethical Dilemmas in Password Recovery
Real-world engagements often present gray areas that require careful judgment.

Scenario 1: Scope Creep

You discover additional vulnerable systems outside your authorized scope. Do you test them?

Answer: No. Report the finding and request expanded authorization before proceeding.

Scenario 2: Criminal Activity

During a password audit, you discover evidence that an employee is engaged in illegal activity.

Answer: Follow your reporting obligations and the engagement contract. Consult legal counsel

immediately.



Scenario 3: Weak Executive Passwords

The CEO's password is cracked in seconds. Do you include it in the report? Answer: Yes, but

deliver sensitive findings through a secure, confidential channel to the appropriate stakeholders

only.
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Penetration Testing Frameworks
Industry-standard frameworks provide structure and credibility to your testing engagements.

Framework Focus Key Benefit

PTES Penetration Testing Execution Standard
End-to-end pentest methodology with ethical

guidelines

OWASP Open Web Application Security Project
Web-focused testing guides, top-10 vulnerability

lists

NIST SP 800-

115

Technical Guide to Information Security

Testing

Government-standard methodology and reporting

templates

Why Use a Framework?

Ensures consistency and repeatability across engagements

Provides legal defensibility — you followed an established standard

Builds client confidence through recognized methodology



Guides reporting with structured templates
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Lab & Homework

Lab Exercise

1. Study ethical principles and discuss ethical

dilemmas in password recovery

2. Develop an ethical use policy for Hashcat with

sections for Introduction, Legality, Consent,

Confidentiality, Responsibility, Transparency, Control

& Monitoring, and Conclusion

3. Write a report summarizing your policy and the

rationale behind each section

Homework Tasks

1. Research the password cracking laws in your country

and write a summary

2. Draft a consent template for a password audit

engagement

3. Compare PTES, OWASP, and NIST frameworks for

password testing coverage

4. Write a 1-page ethical use policy for your team or

organization

Course Complete



Congratulations on completing the Hashcat course! Remember: technical skill without ethical

judgment is dangerous. Always use your knowledge responsibly.


